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(54) System and nnethod for digital content distribution 



(57) The present invention makes it possible to dis- 
tribute digital content managed under copyright to a 
large number of users through a communications net- 
work while ensuring copyright protection. The web serv- 
er 12 distributes images requested by the user through 
the Internet to the user PC 6, The image data distributed 
from the web server 12 is encrypted and can only be 
decrypted by the special image editor 22 on the user PC 



6. Control data indicating the usage restrictions accord- 
ing to copyright are included in the image data distrib- 
uted from the web server 12. The image editor 22 con- 
trols the edit operations and print specifications that can 
be used with the images downloaded from the web serv- 
er 12 according to that control data. The image editor 
22 carries out image printing only in the case where a 
settlement process for image fees is completed. 
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Descripti n 

[0001 ] The present invention relates to technology for 
distributing different types of digital content, such as dig- 
ital still images, digital movies, digital music, computer 
programs, digital literature, or decrypted versions of 
those, from a server through a communications network 
to a user's computer system. 

[0002] A large number of servers for distributing dif- 
ferent types of digital content are present on the Internet 

Digital Images are taken as the example for this expla- 
nation, but the situation is the same for other types of 
digital content as well. 

[0003] Currently, digital images distributed through 
the Internet from web sites are copyright-free Images or 
images under the copyright of the webmaster of each 
web site. At this time, there are no servers that can le- 
gally distribute digital images which are strictly control- 
led under a third party's copyright, through the network 
to a large number of users. Because It is not technolog- 
ically possible at this time to control copyrighted digital 
content scattered throughout the communications net- 
work, no one cares to transmit his or her own high-value 
works through the communications network. 
[0004] Meanwhile, demand is very high for many of 
the images strictly controlled under copyright and the 
prices are accordingly high. Typical examples include 
photographs of popular performers, posters of popular 
movies, designs of popular characters, and the works 
of popular artists. At this time, such copyrighted images 
can only be acquired In printed form through the stores 
of authorized distributors. 

[0005] There is. however, a very large number of us- 
ers who would be delighted to be able to acquire these 
types of copyrighted images easily using their own com- 
puters, through the Internet and without having to go to 
a store. Many copyright holders would also like to sell 
their work through the Internet to a large number of us- 
ers and get high profits if copyright protection could be 
insured. 

[0006] Furthermore, prints of copyrighted images pro- 
vided to the market at this time do not necessarily satisfy 
user requirements because the designs and layouts are 
already established. For example, a calendar including 
photographs of a performer or a postcard including im- 
ages of an animation character may in many cases not 
be purchased, even if the user is interested in the artist 
or character itself, because the user is not interested in 
the paper size, calendar design, or printed text. 
[0007] Also. It is common knowledge that machines, 
with which people and their friends can take their picture 
and print it out in the form of a sticker including decora- 
tive designs, are very popular with young people. De- 
mand for copyrighted images can be expected to in- 
crease even more if copyrighted images could be easily 
acquired forthe purpose of creating private photographs 
or images. However, at this time there is no technology 
that can make possible easy use of copyrighted images 
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for this purpose, while ensuring copyright protection. 
[0008] Also, a large number of image-distributing 
servers is present on the Internet. Conventionally, im- 
ages distributed from an Internet server were displayed 
5 with small quantities of data appropriate for the narrow 
bandwidth of the communication path and therefore us- 
er systems that downloaded those images could only 
print out low-quality images. 

[0009] Also, conventional image servers use a mech- 

10 anism of initially displaying the Images that can be pro- 
vided in the form of small thumbnail images and send/ng 
the real image data to the user's computer when the user 
clicks on the thumbnail. However, even looking at the 
small thumbnail image, the user cannot correctly deter- 

15 nnine whether he or she really wants that image. It is 
therefore often the case that the user realizes that he or 
she does not want the Image after starting to download 
the real image. For this reason, the user wastes down- 
load time and communication costs, as well as image 

20 fees if it is a chargeable image. 

[0010] It Is therefore an object of the present invention 
to make possible the distribution of digital content man- 
aged under copyright to a large number of users through 
a communications network, while ensuring copyright 

25 protection. 

[0011] It is another object of the present invention to 
provide the digital content managed under copyright in 
a form that can be used by the user as the user desires, 
while ensuring copyright protection. 

30 [0012] It is another object of the present invention to 
provide images, provided by a server on a communica- 
tions network, in the form of a high image quality print 
to a user. 

[0013] It is another object of the present invention to 
35 have images, provided by a server on a communications 

network, such that the user can properly determine 

whether he or she really wants these, before these are 

actually in the possession of the user. 

[0014] According to a first aspect of the present inven- 
'fo tion. a system for distributing digital content data 

through a communications network to a user system 

comprises: 

digital content storing means for storing digital con- 
45 tent data, encrypted with a prescribed encryption 

method that can be decrypted only by a dedicated 
digital-contenl-using program on a user system; 
distribution means for delivering encrypted digital 
content data stored by the digital content storing 
50 means through the communications network to the 
user system: 

usage rights determining means for determining 
whether the user of the user system has the usage 
rights for the abovementioned digital content: and 
55 usage authorizing means for authorizing the digital- 
content-using program on the user system to de- 
crypt the abovementioned encrypted digital content 
data and then output the decrypted digital content. 
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in an output format according to the user's usage 
rights, and only when a user is determined to have 
usage rights by the usage rights determining 
means. 

[0015] The encrypted digital content data sent from 
this digital content distributing system to the user system 
can be decrypted only by a dedicated digital-content- 
using program on the user system and cannot be de- 
crypted by other applications on the user system. The 
digital-content-using program can output that decrypted 
digital content in an output format according to the user's 
usage rights only when the user is determined to have 
valid usage rights for that digital content. The digital- 
content-using program does not output the digital con- 
tent in a format disallowed by the user's usage rights. 
Also, the digital-content-using program does not output 
the digital content if the user does not have valid usage 
rights. 

[0016] Digital content can be either free or chargea- 
ble. For chargeable digital content, in the preferred em- 
bodiment, processing relating to user fees is carried out 
and output of the effective digital content is allowed once 
that processing is complete. For example, in the case 
of a chargeable image, the chargeable image down- 
loaded from a server to the digital-content-using pro- 
gram can be output, printed, for example, according to 
the usage rights, once the processing relating to user 
fees is completed. Accordingly, a user for whom the fee- 
related processing is not complete cannot print the 
downloaded chargeable image. Moreover, because 
copyrighted digital content is always encrypted as dis- 
cussed above regardless of whether the digital content 
is chargeable or free, that digital content cannot be de- 
crypted except with the use of a digital-content-using 
program having a special key for decoding that digital 
content. 

[0017] In the preferred embodiment, the digital-con- 
tent-using program has an editing function for editing 
the output format of the digital content (for example, ed- 
iting page layout, design, or the image itself in the case 
of placing and printing the image in a page). The server 
stores control data for controlling the digital-content-us- 
ing program so as to aWow editing only within the scope 
of usage restrictions according to the copyright for each 
piece of digital content. When the server sends digital 
content data to the user system, this control data for the 
digital content is also sent. The digital-conlent-using 
program on the user system allows the user only those 
editing operations within the scope of usage restrictions 
according to the copyright, as in that control data. 
(001 8] In the preferred embodiment, the server stores 
preview data to allow the user system to preview the 
digital content, and explanatory data for causing the us- 
er system to display an explanatory text for the usage 
restrictions according to the copyright for that digital 
content. The server can send the preview data and ex- 
planatory data to the user system. Before downloading 



digital content from the server, the user can see a pre- 
view display of that digital content, while learning about 
the usage restrictions applied to that digital content. 
[0019] In the preferred embodiment, the server can 

5 hold the digital-content-using program and send that 
digital-content-using program to the user system. 
[0020] In the preferred embodiment, the server con- 
trols the digital-content-using program so as to insert an 
electronic watermark in the digital content data itself or 

10 to insert an electronic watermark in the output data. 
When the digital-content-using program inserts the 
electronic watermark, the program can adjust the loca- 
tion at which the electronic watermark is inserted in the 
output data so that the electronic watermark is effective- 

15 ly displayed according to the outputformat when the dig- 
ital content is output. For example, in the case where a 
plurality of images is printed on the same page, those 
images sometimes overlap- depending on the page lay- 
out. In such a case, even if the electronic watermark is 

20 embedded in the data for each image, there is a risk that 
the electronic watermarks will overlap and interfere with 
each other and lose their function as electronic water- 
marks. Even in this case, the digital-content-using pro- 
gram can embed the electronic watermarks in that print- 

25 ed data directly before printing and adjust the locations 
according to the page layout so that the electronic wa- 
termarks for the plurality of images do not overlap. The 
abovementioned problem can thereby be avoided. 
[0021] In the preferred embodiment, the server is fur- 

30 ther provided test output authorizing means for author- 
izing the digital-content-using program in a user system 
to perform test output of the decrypted data in an incom- 
plete output format. For example, in the case of digital 
image, the server can allow test printing in an incom- 

35 plete format of the image downloaded to the user sys- 
tem. Printing in an incomplete format is. for example, 
printing in a format inappropriate for practical use. Spe- 
cifically, this is laying some type of mark (for example, 
a character string such as "Sample" to show that this is 

40 test printing) over the image or over the entire page, or 
by altering the colors so that the image and background 
can be differentiated. This may also be printing the im- 
age in a size much smaller than the original size. With 
this test output in an incomplete format, a user can gen- 

45 erally check whether there will be problems when the 
image is output in a complete format, and therefore will 
feel secure in paying the fees and progressing to proper 
output. Also, a content content provider receives no sub- 
stantial damage even when allowing test output before 
50 the fees are paid, because output in a complete form is 
not possible with test output. 

[0022] In the preferred embodiment, the server is fur- 
ther provided repeal output means for making possible 
second output of the content when the content-using 
55 program has an error in the content output. For example, 
if the user system has an error in the printing of an image 
in the case of chargeable digital image, the user makes 
an application to the server to reprint, along with the rea- 
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son for the error, and the server can save a log of that 
application and authorize the user systenn to print the 
same image once more. Accordingly, even in the unlike- 
ly event of an accident, a user is guaranteed to be able 
to acquire correct output without wasting fees paid. This 5 
repeat output can be allowed up to a certain number of 
times (for example, three times). By saving and analyz- 
ing the application log. persons making fraudulent use 
of this repeat output function can be detected. 
[0023] According to a second aspect of the present io 
Invention, a system for distributing images through a 
communications network to a user system comprises: 

image storing means for storing the true image da- 
ta, thumbnail image data having a smaller pixel size is 
than the true image data, and preview image data 
having a pixel size between that of the true image 
data and the abovementioned thumbnail image da- 
ta, with respect to each of a plurality of images that 
can be distributed; 20 
thumbnail image distribution means for distributing 
the thumbnail image data for a plurality of images 
to the user system, and causing the user system to 
display a plurality of thumbnail images; 
preview display means for selecting one image from 25 
among the plurality of displayed thumbnail images 
in the list display, transmitting the preview image da- 
ta for a the selected image to the user system, and 
causing display of the preview image; and 
downloading means for receiving requests from the 30 
user after the display of the preview image, and 
transmitting the true image data for the abovemen- 
tioned selected image to the user system. 

[0024] In this system, the user can view a preview im- 35 
age that is larger than the thumbnail image but smaller 
than the true image, after selecting an image viewed in 
a list of thumbnail image and before downloading the 
true image data of that selected image, and from that 
preview image, the usercan determine whether the user 
is really interested in that selected image. When the user 
is not interested, the user can avoid downloading the 
true image data and therefore the download time and 
expenses can be reduced. 

[0025] Because there are preview images, the true 
image data can be high-resolution image data suitable 
for high-quality printing. 

[0026] In the preferred embodiment, a plurality of true 
image data having different print sizes is prepared with 
respect to each image. That true image data has a res- so 
oiution that increases as the print size decreases. The 
user can download true image data of the desired print 
size. Because the resolution is higher for smaller print 
sizes, the true image data can be printed at high image 
qualities convenient for close viewing, as printed matter 55 
of a small size that is often viewed close up, 
[0027] In the preferred embodiment, the system relat- 
ing to the present invention can communicate with an 
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output center to print out the image for the user and fur- 
ther comprises print method selecting means for select- 
ing whether the user will print out the image him or her- 
self or will print out the image with the output center; 
transmitting means for transmitting the image data 
through the communications network to the user system 
in the case where the user will print out the image him 
or herself; and output requesting means for requesting 
the output center to print the image when the image is 
to be printed by the output center. 
[0028] In this system, when the user cannot make a 
satisfactory print him or herself, the usercan request a 
print from the output center. Particularly in cases where 
a very large-sized print is wanted or when a very high 
quality print is wanted, or in the case where network dis- 
tribution is limited by the copyright, it is convenient to 
request a print from the output center. 
[0029] In the preferred erribodiment. when printing will 
be done by the output center, the user can also edit the 
layout and design of the print page including the image 
and request the output center to make the print accord- 
ing to the results of that edit. For example, the user can 
request the output center to make a print in the form of 
a calendar or postcard in a design edited by the user. 
[0030] In the preferred embodiment, when printing will 
be done by the output center, the image is sent through 
the communications network to the user system, the 
print page including the image is edited on the user sys- 
tem, the results of the edit (this may be only formatting 
information such as the arrangement, size, and color of 
images and text on the print page) are accepted by the 
user system and then a print request can be made to 
the output center on the basis of the results of the edit. 
The load on the image distributing system is lightened 
by editing the print page on the user system. Also, when 
editing is performed on the user system, images inde- 
pendently located on the user system can be added to 
the print page. In this case, the image distributing sys- 
tem receives images independently located on the user 
system, as well as the results of the edit, from the user 
system and sends these to the output center. 
[0031] According to a third aspect of the present in- 
vention, a system for distributing images through a com- 
munications network to a user system comprises: 

image transmission means for transmitting image 
data through a communications network to a user 
system; and 

editing means for sending a program for editing the 
print page including that image to the user system. 

[0032] With this system, user does not need to have 
an editing program in advance because the editing pro- 
gram is sent, along with the image itself, to the user sys- 
tem. 

[0033] According to a fourth aspect of the present in- 
vention, a systemfor distributing images through a com- 
munications network to a user system comprises: 
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image storing means for storing a plurality of imag- 
es that can be distributed: 

keeping list means for receiving the selection of de- 
sired images from a user system, generating keep- 
ing list information showing a list of selected images 5 
for each user, saving the keeping list information un- 
til after the connection with the user system is cut. 
and transmitting the keeping list information to the 
user system when requested after subsequently re- 
connecting with the user system; and 
downloading means for receiving the designation of 
images from the keeping list information from the 
user system, acquiring data for designated images 
from the image storing means, and transmitting this 
data to the user system. 

[0034] With this image distributing system, even in the 
case of large numbers of images that can be distributed, 
a user can select desired images from among those and 
have that information saved as his or her own keeping 20 
list Information on the image distributing system. The im- 
age distributing system saves the keeping list Informa- 
tion of each user even after the connection with the user 
system is cut. When each user logs In again later, the 
system is caused by the user to reference the keeping 25 
list Information for that user upon request from the user. 
The user can select and download preferred images 
from among his or her own keeping list information. 
[0035] In the preferred embodiment, when images 
have distribution time limits and an image stored in the 30 
abovementioned keeping list information has a distribu- 
tion time limit, that Image Is stored in the keeping list 
information until that distribution time limit passes (so 
long as the user does not delete the Image on his or her 
own). Also, information indicating which images therein 35 
have already been downloaded Is stored and displayed 
in the keeping list information. 

[0036] In the preferred embodiment, in the case 
where It has become impossible to transmit in the future 
an image stored in the keeping list information (for ex- -fO 
ample, when a limited period during which an image 
may be distributed has ended), images that have be- 
come Impossible to transmit are automatically deleted 
from the keeping list information, or a notification to that 
effect is sent automatically to the user 
[0037] Embodiments of the present invention will now 
be described by way of further example only and with 
reference to the accompanying drawings, in whlch:- 

Figure 1 is a block diagram showing the constitution 5£ 
of an embodiment of the present invention; 
Figure 2 is a block diagram showing the functional 
constitutions of the server system 1 and the person- 
al computer 6 of the user; 

Figure 3 is a flowchart showing the process flow in 5- 
the server system 1 for the registration to this server 
system 1 of an image received by the authoring 
server 13 from the digital content vendor 5; 



Figure 4 is a drawing showing the relationship of the 
print size of the true Image to the resolution: 
Figure 5 is a flowchart showing the general proce- 
dures from when the user searches for a desired 
Image until print out; 

Figure 6 Is a drawing showing an example of a char- 
acter string printed over the image in a test print; 
Figure 7 is a flowchart showing the overall summary 
of the transitions of the monitor screen of the user's 
PC 6; 

Figure 8 is a flowchart showing the transitions of the 
screen when an image search is performed; 
Figure 9 Is a flowchart showing the transitions of the 
screen when an Image Is placed in the keeping list; 
Figure 10 is a flowchart showing the transitions of 
the screen until membership authentication when 
all Images are to be printed by the output center; 
Figure 11 Is a flowchart showing the transitions of 
the screen in the settlement process when all imag- 
es are to be printed by the output center: 
Figure 12 Is a flowchart showing the transitions of 
the screen of the Image editor when all images are 
to be printed with the user's printer: 
Figure 13 is a flowchart showing the transitions of 
the screen from the end of editing until the true print- 
ing when all images are to be printed with the user's 
printer; 

Figure 14 is a flowchart showing the transitions of 

the screen of the Image editor when one image is 

printed by the output center and another image is 

printed with the user's printer: 

Figure 15 is a flowchart showing the transitions of 

the screen until membership authentication when 

an Image is printed by the output centerand another 

image is printed with the user's printer; 

Figure 16 is a flowchart showing the transitions of 

the screen in the settlement process when an image 

is printed by the output center and another image 

is printed with the user's printer: 

Figure 17 Is a drawing showing an example of the 

print purpose display screen 211 shown in Figures 

12 and 14: 

Figure 18 is a drawing showing an example of the 
template display screen 212 shown in Figures 12 

and 14: 

Figure 19 Is a drawing showing an example of the 
paper setting display screen 213 shown in Figures 
12 and 14; 

Figure 20 is a drawing showing an example of the 
screen showing the progress of the resource down- 
load from the web server 1 2 to the image editor 22: 
Figure 21 is a drawing showing in example of an 
image list window: 

Figure 22 is a drawing showing example of a win- 
dow showing details of one Image; 
Figure 23 is a drawing showing an example of win- 
dow for adding images; 

Figure 24 is a drawing showing an example of a win- 
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dow for adding character strings: 
Figure 25 is a drawing showing an exannple of a full 

display window; 

Figure 26 is a drawing showing an exannple of an 
editor window: 

Figure 27 is a drawing showing in example of editing 
in the editor window: and 

Figure 28 is a drawing showing the print window. 

[0038] A preferred embodiment of the present inven- 
tion is explained below. This embodiment relates to the 
distribution of a still image. From the following explana- 
tion of this embodiment, a person skilled in the art can 
easily understand that the principle of the present inven- 
tion can also be applied to the distribution of various 
types of digital digital content such as moving images, 
sound, text, and the decryption thereof, in addition to 
still images. 

[0039] Figure 1 shows the overall constitution of an 
image distribution system relating to the embodiment of 
the present invention. 

[0040] A server computer system (hereinafter "server 
system") 1 for carrying out image distribution services 

is connected to a communications network, not shown, 
such as the Internet. A plurality of users can connect 
with the server system 1 through the Internet using in- 
dividual computer systems (hereinafter "user system") 
2. By connecting with the sen/er system 1. each user 
can carry out the procedures necessary for receiving 
these services with the server system 1 online. These 
procedures include the following: member registration 
to the server system 1, searching for images, ordering 
images, downloading a special program called "image 
editor" in this specification, downloading images, and 
paying fees. The abovementioned image editor is a pro- 
gram for image editing and printing that is specially de- 
signed to make possible the online distribution of imag> 
es while protecting the copyright of those images and 
will be discussed In detail below. 

[0041] The user systems 2 for each user have differ- 
ent constitutions for each user, but typically are consti- 
tuted with a personal computer (hereinafter "user PC) 
6 having Internet connection functions and a printer 7 
connected thereto. The abovementioned image editor 
is then installed on the user PC 6. The users can down- 
load desired images from the server system 1 using the 
image editors on their own user PCs 6. edit pages hav- 
ing desired layouts and designs including those images 
(for example, calendars or postcards), and print out 
those pages with their own printers 7. 
[0042] This server system 1 also connects and is able 
to communicate with an output center 3 having ad- 
vanced printing machines that are very expensive and 
difficult for an individual user to have. Instead of down- 
loading images provided by the server system 1 2 to their 
own user systems 2 and printing them out themselves, 
the users can make an online request to the server sys- 
tem 1 so as to have those images sent from the server 
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system 1 to the output center 3 and printed with the ad- 
vanced printing machines of the output center 3 For ex- 
ample, users may select printing at the output center 3 
when they want a large sized poster such as the BO size. 

5 a very high quality print, or a large print run. The output 
center 3 sends the print 8 printed for the user to the user 
by mail or distribution service, for example. 
[0043] Also, there is a large number of digital content 
holders (often the case even for copyright holders of im- 

10 ages) 4. 4. ... originally providing the images; and there 
is also a plurality of digital content vendors (for example, 
sales agents, etc.) 5. 5, 5 for acquiring approval from 
those digital content holders 4. 4. ... and providing their 
images to the market. Those digital content vendors 5. 

15 5, ... and this server system 1 can communicate online 
through the Internet or the like, or offline by postal mail 
or the like. This server system 1 accepts and stores a 
plurality of images managed under copyright from the 
digital content vendors 5, 5. ... and sells the images to 

20 users. Also, the server system 1 carries out processing 
for paying fees corresponding to the sales figures for 
each image to the digital content vendors 5, 5, ... The 
images provided from the digital content vendors 5, 5, ... 
to this server system 1 may also include public domain 

25 images. Images provided by the server system 1 to the 
user may be mostly for fees, but may also include some 
free images. 

[0044] Figure 2 shows the functional constitutions of 
the server system 1 and the user PCs 6. 

30 [0045] The sen/er system 1 comprises a settlement 
server 11 . a web (WWW) server 1 2. an authoring server 
13, a true image file server 14. and a database 15, The 
user PC 6 comprises a web (WWW) browser 21 and an 
image editor 22. As discussed above, the image editor 

35 22 can be installed on the user PC 6 by being download- 
ed from the server system 1. and may also be installed 
on the user PC 6 from a permanent storage medium 
such as a CD-ROM. 

[0046] The settlement server 11 of the server system 

^0 1 carries out settlement processing for a user when the 
user orders a chargeable image from the server system 
1 The web (WWW) server 12 carries out services such 
as the following for the user PC 6 through the Internet: 
member registration, image searches, selection of 

45 found images, downloading the image editor 22. down- 
loading selected images, taking orders for downloaded 
images, and placing output requests to the output cent- 
er. The authoring server 13 receives true image data for 
images provided from the digital content vendor 5 online 

50 or offline: generates compressed images of various siz- 
es (discussed in detail below) such as thumbnail imag- 
es, preview images, and layout images from that true 
image: registers the thumbnail images, preview images, 
layout images, and so forth to the web server 12: and 

55 registers the true image to the true image file server 14. 
The true image file server 14 stores and manages true 
image data for images provided. The database 15 
stores and manages various data required by the server 
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system 1. such as the following: personal data such as 
the names and addresses of each member, the image 
keeping list of each member (discussed in detail below), 
company data such as the names and addresses of 
each digital content vendor, a compression program for 
the image editor 22. and data for settlement. 
[0047] The web browser 21 on the user PC 6 is used 
for member registration, image searches, image selec- 
tion, downloading the image editor 22, and requesting 
prints from the output center with the web server 1 2 on 
the server system 1. and for settlement processing for 
image fees with the settlement server 1 1 . The image ed- 
itor 22 is used for downloading images and ordering im- 
ages with the web server 1 2 of the server system 1 . and 
for editing pages including the downloaded images and 
generating print jobs of the edited images for the printer 
7. 

[0048] Following are the basic and general proce- 
dures for the user to acquire prints of images from the 
server system 1. 

(1) The user accesses the web server 12 using the 
web browser 21 , goes through member registration, 
downloads the image editor 22. and installs the ed- 
itor on the user PC 6. The image editor 22 may be 
downloaded automatically or intentionally by the us- 
er. For example, when the user starts the image ed- 
itor 22 in a subsequent procedure, the image editor 
22 will be automatically downloaded, installed, and 
started if not already installed on the user PC 6. 

(2) The user accesses the web server 12 using the 
web browser 21 and searches for and selects a de- 
sired image. The user does not only make the se- 
lection by viewing a small sized thumbnail image, 
but may also determine whether the selected image 
is interesting using a preview image containing less 
data than the true image, but of a larger size than 
the thumbnail. 

When the preview image is displayed, text including 
an explanation of the image and the usage restric- 
tions according to the copyright are displayed along 
with the image. Also, the thumbnail image of a se- 
lected image, and the explanation and usage re- 
strictions according to the copyright are saved in the 
image keeping list for that user and can be used 
even at the same time by opening the image keep- 
ing list. Because of this, the user can definitely and 
simply select images of interest. 

(3) When the user wants to have a selected image 
printed by the output center 3. the user makes a re- 
quest to that effect to the web server 12 using the 
web browser 21 and carries out the associated 
membership authentication process and image fee 
settlement process. When the member authentica- 
tion and settlement processes are completed nor- 
mally, the web server 1 2 sends the print request for 
that user to the output center 3. 

(4) When the user wants to print the selected image 



on his or her own printer 7. the user starts the image 
editor 22. downloads the layout image, which is a 
compressed version of the true image for the se- 
lected image, from the web server 11 using the im- 
age editor 22. and edits the layout and design of the 
print object page (for example, a calendar or post- 
card) using that layout image. The following con- 
trols are carried out in order to protect the copyright 
for the image. Specifically, the web server 11 does 
not send the layout image when accessed by a pro- 
gram other than the image editor 22. Also, the im- 
age data sent by the web server 11 to the image 
editor 22 is encrypted with a method that can only 
be decrypted by the image editor 22. and can be 
viewed by the user when decrypted by the image 
editor 22, Furthermore, the web server 11 does not 
send only the image itself to the image editor 22 and 
also sends control dat^ indicating the usage restric- 
tions according to the copyright for that image (for 
example, whether various types of editing, such as 
layout editing or reduction and enlargement are 
possible, or whether the usage period is limited) to 
the image editor 22. The image editor 22 allows the 
user only those editing operations allowed by the 
control data. 

(5) When editing with the image editor 22 is finished, 
the user sends an order for the selected image to 
the web server 12 using the web browser 21 and 
also carries out the associated membership au- 
thentication process and image fee settlement 
process. 

(6) When the member recognition process and set- 
tlement processes are finished, the user downloads 
the true image for the selected image from the web 
server 11 using the image editor 22, embeds that 
true image and an edited layout or design in a page, 
and prints that page with the printer 7. The following 
controls are carried out here in order to protect the 
copyright. If the member recognition process and 
settlement process are not completed normally, the 
web server 11 does not send the true image to the 
image editor 22 (or. the true image is sent from the 
web browser 11 to the image editor 22 before the 
member recognition process and settlement proc- 
ess are completed, but the image editor 22 cannot 
print the true image normally if the member recog- 
nition process and settlement process are not com- 
pleted). Also, the web server 11 does not send the 
true image if accessed from a program other than 
the image editor 22. Also, the true image sent from 
the web server 11 to the image editor 22 is encrypt- 
ed with a method that can only be decrypted by that 
image editor 22 and therefore the image editor 22 
is the only way to decrypt the image. Also, the image 
editor 22 does not output the decrypted true image 
outside of the image editor 22 with a method other 
than printing (for example, sending the true image 
data to another application, or outputting the data 
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to an external storage device). Furthernnore. the inn- 
age editor 22 cannot print out the true image in a 
layout or design other than the results of editing us- 
ing the layout image. An electronic watermark dis- 
playing the details of the copyright such as the 
name of the copyright holder is inserted in the true 
image provided by the web server 11 and the elec- 
tronic watermark is printed out along with the true 
image. 

[0049] The function and operation of each portion are 
explained below in detail. 

[0050] Figure 3 shows the process flow for the author- 
ing server 1 3 to register an image received from the dig- 
ital content vendor 5 to this server system 1 . 
[0051] The authoring server 13 inputs data forthe im- 
age provided by the digital content vendor 5 (Step SI). 
The data format of this image data may be any of various 
formats such as TIFF. JPEG. PNG. and so forth. For ex- 
ample, it may be useful for the image data for an anima- 
tion character to be PNG. which is a format appropriate 
for overlaying with another image, if the purpose is to 
print out a photograph that looks as if the animation 
character and user are beside each other. 
[0052] The authoring server 13 resizes the input im- 
age data to a plurality of specified sizes (82). Specifi- 
cally, the authoring server 1 3 generates true image data 
in six print sizes such as postcard, A4. A3. A2. B1. and 
BO. Here, the true image is the image that is actually 
used for printing. For this reason, the true image has a 
high resolution so that the printed version has a suffi- 
ciently high image quality. Next, the authoring server 13 
generates three types of image data, a thumbnail image, 
a preview image, and a layout image. Here, the thumb- 
nail image has the number of pixels to appear 2 to 3 cm 
on a side on the monitor screen because it is used when 
displaying a list of a plurality of images on the computer 
monitor screen. The preview image is an image for the 
user to confirm the image design on the monitor screen 
and therefore has the number of pixels (greater than the 
thumbnail image) to appear 5 to 7 cm on a side on the 
monitor screen. The layout image is an image to be 
placed in a print page for editing the layout and design 
of the page and therefore has the number of pixels so 
as to be displayed in an even larger size than the pre- 
view image on the monitor screen, but contains less da- 
ta than the true image. 

[0053] Next, the authoring server 13 inserts an elec- 
tronic watermark indicating the details of the copyright, 
such as the name of the copyright holder, in the images 
of various sizes created in the resizing discussed above 
(S3). The electronic watermark may be inserted in all of 
the images: the true image, the thumbnail image, the 
preview image, and the layout image, but the electronic 
watermarks need not be inserted in image data that is 
too small, such as the thumbnail image, to result in ac- 
tual copyright issues. However, the electronic water- 
mark is at least inserted in the true image that will be 
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printed. 

[0054] Moreover, instead of the authoring server 13 
inserting an electronic watermark in the image data, the 
image editor 22 may also insert the electronic water- 

5 mark in that data when the image is printed. In the case 
where the image editor 22 inserts the electronic water- 
mark, the image editor can select a location, depending 
on the page layout so that the electronic watermark will 
be effectively displayed, when the editing of the page 

10 layout is finished and just before printing begins, and 
insert the electronic watermark in the print data. Partic- 
ularly when a plurality of images is printed on the same 
page, and in the case where those images will be laid 
over each other, there is a risk that the electronic water- 

15 marks will overlap and interfere with each other and no 
longerfunction as electronic watermarks even if an elec- 
tronic watermark is embedded in a fixed location in each 
of the images. Even this 'case, the abovementioned 
problem can be avoided when the image editor 22 ad- 

20 justs the locations so that the electronic watermarks of 
a plurality of images do not overlap and embeds those 
electronic watermarks in the print data according to the 
page layout directly before printing. 
[0055] Next, the authoring server 1 3 encrypts the lay- 

25 out image and true image data to be provided to the im- 
age editor 22 with a method that can only be decrypted 
by the image editor 22 (S4). 

[0056] Next, the authoring server 13 adds and con- 
tainerizes control data to indicate the usage restrictions 

30 according to the copyright with the encrypted true image 
(S5). Also, prescribed supplementary data are added to 
images other than the true image, such as the thumbnail 
image, preview image, and layout image. For example, 
explanatory text such as the shop name and price to be 

35 displayed along with the thumbnail image when dis- 
played on the monitor screen are added to the thumbnail 
image. Explanatory text such as the shop name and 
price to be displayed along with the preview image when 
displayed on the monitor screen, and control data show- 

-fo ing usage restrictions according to the copyright are 
added to the preview image. Control data showing us- 
age restrictions according to the copyright are added to 
the layout image. 

[0057] Usage restrictions according to the copyright 
-iS include the following, for example: whether the image is 
chargeable or free, whether the image may be printed 
with the user's printer, whether the image may be printed 
at the output center, whether the image may be inserted 
in a page such as a calendar or postcard and the layout 
50 and design of that page edited, whether various types 
of editing may be performed on that image itself (for ex- 
ample, enlargement or reduction, overiaying with anoth- 
er image, etc.). whether there are images that may not 
be displayed on the same page, until when the image 
55 may be printed, any restrictions to print size, the maxi- 
mum number of pieces that may be printed at one time, 
and whether either color printing or black and white 
printing is acceptable. 
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[0058] The control data appended to the preview im- 
age is used so that the web server 12 limits the choices 
when the user selects whether to print that image with 
the output center or his or her own printer, or the web 
server 1 2 limits the purposes and print sizes that can be 
designated when the user indicates the purpose and 
print size for that Image (such as for a calendar or post- 
card). As already discussed, the control data appended 
to the layout image is used so that the image editor 22 
limits the types of editing operations and print actions 
that can be executed when the user uses the image ed- 
itor 22 to edit the layout and design of the print page 
including that image, and so that the image editor 22 
limits the print sizes and numbers of prints when that 
image is printed on the basis of those editing results. 
[0059] Next, the authoring server 1 3 registers the con- 
tainer of the true data and the abovementioned various 
types of image data to the true image file server 14 and 
web server 12 (S6). The container of the true data is 
registered to the true image file server 14. A table show- 
ing the relationship between the identification of the true 
image data and the storage location in the true image 
file server 1 4 is stored in the database 1 5. The thumbnail 
image, preview image, and layout image are registered 
to the web server 12. 

[0060] Figure 4 shows the resolution of the true image 
in various print sizes generated by the authoring server 
13 in Step S2 in Figure 2. As shown in Figure 4. the 
resolution becomes higher as the print size of the true 
image becomes smaller and therefore the quality of the 
print increases. This is because higher image quality is 
required for smaller prints since small prints are viewed 
from close up and large prints are viewed from a dis- 
tance. 

[0061] Figure 5 shows the general procedures from 
the search for a desired image until it is printed, with the 
user accessing the web server 12. 
[0062] The user searches for an image that matches 
desired conditions from the search screen provided by 
the web server 12 (S11). The search results are dis- 
played in the list of thumbnail images that matched the 
conditions. Next, the user selects one image from the 
list of thumbnail Images (S11 ). Thereupon, the preview 
image of the selected image is displayed (SI 2). Text in- 
dicating the usage restrictions and a caption for that im- 
age, as well as a menu for designating the use and print 
size for that image are displayed in association with the 
preview image. If the user views the preview image and 
becomes interested in that image, the user designates 
the purpose and size, and adds that image to the keep- 
ing list for that user which is provided by the web server 
12 (S14). The keeping list is stored on the web server 
12 and the user can access his or her own keeping list 
at any time. The user can select images he or she wants 
to print from his or her own keeping list. 
[0063] When the user wants to have an image from 
the keeping list printed by the output center 3. the user 
selects that Image from the keeping list and carries out 



various operations to make a print request to the output 
center on the screen provided by the web server 12 
(515). In this process, the user can add the selected im- 
age to a print page on the screen provided by the web 

5 server 12 and edit the layout and design of that page. 
At this time, however, the user can only carry out those 
editing operations allowed for the selected image. In this 
process, the user also carries out the member authen- 
tication and image fee settlement processes on the 

10 screen provided by the web ser/er 12. Once the mem- 
ber authentication and image settlement are completed 
normally, the print request Is sent from the web server 
1 2 to the output center 3. The print printed at the output 
center 3 is sent to the user by means such as postal mail 

IS or distribution service. 

[0064] When the user wants to print an image in the 
keeping list on his or her own printer 7. the user starts 
the image editor 22 on his or her own user PC 6 with an 
operation on the screen provided by the web server 12 

20 (816). The keeping list Is then displayed on the screen 
of the image editor 22 and the user selects the image 
he or she wants to print from that keeping list. Thereup- 
on, the Image editor 22 downloads the layout image of 
the selected image from the web sen/er 12 and displays 

25 that layout image on the editing screen. The user then 
uses the layout image on the editing screen of the image 
editor 22 and edits the layout and design of the print 
page. In this editing work, only those operations allowed 
according to the control data appended to the layout Im- 

30 age can be performed. 

[0065] When the page edit is complete, user can com- 
mand the image editor 22 to make a test print (SI 8). The 
image editor 22 uses the data of the page edited using 
the layout image, generates print job data for a test print. 

35 and sends the data to the printer driver of the printer 7. 
In the test print, as illustrated in Figure 6, at least those 
images requiring management according to the copy- 
. right and chargeable images within a page are printed 
with an overiay of prescribed extraneous text or marks, 

-to such as "sample". For this reason, the test print cannot 
be practical to use. In the example in Figure 6. the public 
domain, free images are not printed with the "sample" 
characters, but it does not matter if those are also print- 
ed with "sample" characters thereon. The "sample" text 

-fS may be printed in multiple locations, not only in one lo- 
cation, and may be printed over the entire page. The 
color thereof is preferably varied among several colors 
according to the color of the image, so as not to match 
the color of the image. 
50 [0066] Moreover, the test print may be performed at 
the same way for images to be printed at the output cent- 
er. Images to be printed at the output center include 
large sizes that cannot be printed on a user's printer In 
a test print thereof, however, these will be reduced and 
55 printed in a size such as A4. for example, that can be 
printed with the user* s printer. In this case as well, a 
mark such as "sample" will be overiald and those prints 
will be made inappropriate for practical use. 



9 



17 



EP 1 202 149 A2 



[0067] If the results of the test print are satisfactory, 
the user can command the image editor 22 to start the 
processing for a true print (SI 9). The true print may be 
made directly after the test print, or later. The image ed- 
itor 22 and web browser 21 can be temporarily shut 
down and the image editor 22 and web browser 21 may 
be started up again and the true print made at a later 
opportunity. The image editor 22 stores the keeping list 
that was last downloaded and the editing results of the 
last page layout made. Therefore, even when the image 
editor 22 is temporarily shut down and then started up 
later, the true print can be made under the same condi- 
tions as when the true print is made directly after the test 
print. In the processing for the true print, the member 
authentication and image fee settlement processes are 
carried out with the web server 12 using the web brows- 
er 21 before downloading the true image. When the 
member authentication and settlement processes are 
complete, the web sen/er 1 2 authorizes the image editor 
22 to download the true image, and therefore the user 
downloads the true image from the web server 1 2 using 
in the image editor 22. Then, using the image editor 22. 
the user prints the downloaded true Image with his or 
her own printer 7 according to the previous editing re- 
sults. 

[0068] The processing from the image search until 
printing, as shown in Figure 5. is explained below from 
the perspective of how the monitor screen of the user 
PC 6 transitions. 

[0069] Figure 7 shows an overall summary of the tran- 
sitions of the monitor screen of the user PC 6. 
[0070] In Figure 7. the upper level series of dotted line 
blocks including the search function, keep function, op- 
tion function, membership function, and settlement 
function shows the general screen functions of the web 
server 11 that the user can use from the web browser 
21 . The solid line blocks within these dotted line blocks 
show more detailed screen functions. Also, the lower 
level dotted line block with the print functions is a func- 
tion of the image editor 22 on the user PC 6; the solid 
line blocks therein show detailed functions. 
[0071] Aspects of specific screen transition for each 
of the screen functions shown in Figure 7 are shown in 
Figures 8 through 16. 

[0072] The following explanation references Figure 7 
and Figures 8 through 16. 

[0073] As shown in Figure 7. the top page 100 Is first 
displayed when the web server 12 is accessed from the 
web browser 21. The image search 110 can be input 
from the top page 100. When this search 110 is ended, 
the search results 120 are displayed: when one image 
from the search results 110 is selected, the preview dis- 
play 130 for that selected image is carried out. 
[0074] As shown in Figure 8. this search 110 may in- 
clude keyword searches, image genre searches (for ex- 
ample, performers, movies, illustrations, etc.), image 
purpose search (for example, calendar, postcard, or 
printing as is. etc.). shop search (for example, perform- 



ance productions, artists, character companies, etc.). or 
compound searches that are a combination of those. A 
list of thumbnail images of the Images found is displayed 
in the search results 120. Appended to each thumbnail 

5 image, the image title, name of the shop that provided 
the image, an explanation of usage restrictions accord- 
ing to the copyright, price, and so forth are displayed 
together therewith. When the user clicks one thumbnail 
image from the list of thumbnail images of the search 

10 results 120 with a mouse click or the like, the preview 
display 130 for that image is carried out. In the preview 
display 130. the preview image for that image (larger 
than the thumbnail image) is displayed and the append- 
ed image title, name of the shop that provided the image. 

15 an explanation of usage restrictions according to the 
copyright, the price, and a caption for the image are dis- 
played together therewith. 

[0075] With reference to 'Figure 7 once more, the 
keeping list 140 is displayed next if the user carries out 

20 an operation to place that selected image in the keeping 
list 140 in the screen for the preview display 130. When 
the selected image displayed in the preview display 130 
is entered in the keeping list 140. the user designates 
the following at the same time, as shown in Figure 9: 

25 whether to print that selected image at the output center 
or on the user's printer, the purpose (for example, print- 
ing as is, calendar, postcard, etc.). and print size (for 
example, postcard. A5 to BO. etc.). At that lime, the web 
server 12 controls the scope of items that the user can 

30 designate according to the control data appended to the 
preview image of the selected image. For example, if 
use of the selected image in a calendar or postcard is 
prohibited, then it will be impossible to designate calen- 
dar or postcard as the purpose. Also, the web server 12 

35 may automatically determine whether to print at the out- 
put center or on the user's printer according to the print 
size designated by the user. For example, print sizes 
larger than the A3 size will be printed at the output cent- 
er, print sizes less than the A3 size will be printed on the 

40 user's printer, and the user can select where to print the 
A3 size. 

[0076] The thumbnail image, image title, explanation 
of usage restrictions, price, and so forth are displayed 
in the keeping list 140 for images already entered there- 

45 in and newly added images. Also, the preview image 
may be displayed instead of the thumbnail image on the 
keeping list 140. It is also possible for an image of a 
separate size (for example, a palette image of a size 
between that of the thumbnail image and the preview 

50 image) applied to the keeping list 140 to be generated 
in the resizing process (Figure 3. Step S2) on the au- 
thoring server 13, registered to the web server 12, and 
displayed on the keeping list 140. 
[0077] In the case where any of the images already 

55 entered in the keeping list 140 becomes such that it can- 
not be distributed to the user in the future (for example, 
when the period in which that image can be distributed 
is limited and that period has ended), an image whose 
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distribution is halted automatically on the server system 
1 is automatically deleted from the keeping list 140. and 
a message to that effect is automatically sent to the user 
system 2 (for example, a message to that effect is dis- 
played on the keeping list 140). 

[0078] As shown in Figure 9. an image that has been 
designated for calendar use and entered in the keeping 
list 140 is entered in the keeping list 140 in a form where- 
in the image is embedded in the default calendar tem- 
plate. For one of those images that is to be printed at 
the output center, the process advances to the process 
for the calendar template display 141 if the default cal- 
endar template is not appealing to the user, and another 
calendar template can be applied (in the case of printing 
on the user's printer, that template can be freely estab- 
lished later using the image editor 22). For an image to 
be printed at the output center, regardless of its purpose, 
the process advances to the ink selection screen 142 
and dye and pigment inks appealing to the user can be 
indicated as the ink to use in printing at the output center. 
[0079] Next, as shown in Figure 9, the user can click 
the "To settlement" button (Step 143). or the "Start im- 
age editor" button (Step 144 or 145) on the keeping list 
140. In the case where the images in the keeping list 
140 are all images to be printed at the output center, 
only the "To settlement" button (Step 143) can be 
clicked. In the case where the images in the keeping list 
140 are all images to be printed on the user's printer, 
only the "Start image editor" button (Step 144) can be 
clicked. In the case where images to be printed at the 
output center and images to be printed on the user's 
printer are mixed together in the keeping list 140. the 
user basically clicks the "Start image editor" button 
(Step 145). 

[0080] When the "To settlement" button is clicked from 
the keeping list 140, the process advances to the follow- 
ing functions in order: option function, membership func- 
tion, and settlement function as shown in Figure 7 (or 
as shown in detail in Figures 10 and 11). As shown in 
Figure 7. the process for adding associated items or the 
like 150 is carried out with the option function. Next, the 
process for a membership authentication 160 (member- 
ship registration 170 is also carried out if the user is not 
yet a registered member) with the membership function: 
the process for settlement 180 is carried out with the 
settlement function, and when that is finished, a print 
request is sent to the output center and the "Command 
received" screen 190 is displayed. 
[0081] Specifically, as shown in Figure 10. when the 
"To settlement" button is clicked, the process advances 
to the product list screen 151: various types of acces- 
sories that can be bundled with the print product at the 
output center can be selected here. It is also possible to 
select a frame for the print by clicking the "Purchase 
frame" button and advancing to the frame selection 
screen 152. When the "Continue" button is clicked on 
the product list screen 151. the membership authenti- 
cation screen 161 is displayed and the user carries out 



membership authentication by Inputting his or her mem- 
bership ID and password. Users who are not members 
continue to the member registration screen 171 and go 
through member registration procedures, and then car- 

5 ried out membership authentication on the membership 
authentication screen 161. Upon authentication as a 
member, the member verification screen 162 is opened 
and registration information such as the user's address, 
name, telephone number, email address, and so forth 

10 are displayed and the user verifies this. In the case of 
changing the registration details, the user advances to 
the member infomiation revising screen 172 and enters 
the new registration items there. 
[0082] If the registration items on the membership au- 

15 thentication screen 162 are correct, the user clicks the 
"Verification" button. Thereupon, as shown in Figure 11. 
the payment itemization confirmation screen 181 is dis- 
played. The user verifies the payment itemization, and 
then advances to the settlement method selection 

20 screen 182 where the user selects a settlement method 
such as credit card, bank transfer, or the like: the user 
then advances to the settlement process screen 183 
and executes the settlement process. When the settle- 
ment process is finished, the print request is sent from 

25 the web server 12 to the output center 3 and the "Com- 
mand received" screen 190 is displayed on the web 
browser 21 . 

[0083] Although not shown in the flowchart, a test print 
can be made on the user's printer before the print re- 

30 quest is made to the output center 3. as in the case dis- 
cussed below where the user makes the print him or her- 
self. In that case, large sized Images, such as the BO 
size in particular, are reduced to a size such as the A4 
s ize that can be printed on the user's printer and are test 

35 printed. 

[0084] Although also not shown in the flowchart, in the 
case discussed below where the user edits the page lay- 
out using the image editor 22. a print can be requested 
from the output center 3 Instead of this being printed on 

-fo the user's printer. 

[0085] With reference to Figure 9 once more, the im- 
age editor 22 on the user's PC 6 is started when the 
"Start image editor" button is clicked from the keeping 
list 140 (Step 144 or 155). Thereupon, as shown in Fig- 

45 ure 7. the navigator 210 functions in the image editor 22 
and various types of print uses such as the purpose and 
template selection are set by the user with a prescribed 
sequence. Thereafter, the software moves to the layout 
process 220 and the user can edit the layout and design 

50 of the print page. When the layout process 220 is fin- 
ished, the user can make the test print 230. 
[0086] When the layout process 220 is finished, the 
true print can also be made. In order to make a true print, 
the user returns once to the screen of the web browser 

55 21. advances to the process to add accessories 150. 
and then carries out the processing for member authen- 
tication 160 and settlement 180. When membership au- 
thentication 160 and settlement 180 are ended, the 
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screen 200 "It has become possible to print with the im- 
age editor" is displayed on the web browser 21 and the 
image editor 22 is authorized to make a true print 240 
(until then, the image editor 22 could not make the true 
print 240). The user then initiates the true print 240 on 
the image editor 22 and prints the true image. 
[0087] After membership authentication 160 and set- 
tlement 1 80 are finished and the true print 240 is author- 
ized, the true Image data used in the true print 240 are 
downloaded from the web server 1 2 to the image editor 
22. This is not necessarily the case, however In another 
method, for example, the data for the true image are 
downloaded to the image editor 22 at the time of the test 
print 230 (or before that time), and the true print as well 
as the test print may be made with the true Image. In 
this case, the print output for the test print is overlaid 
with a character string such as "sample", but except for 
that is the same as the true print, and the precision of 
the test print becomes good. 

[0088] The flow of the screen transitions from when 
the image editor 22 is started until the true print, dis- 
cussed above, are shown more specifically in Figures 
12 through 16. Here. Figures 12 and 13 show this flow 
in the case where only images to be printed on the user's 
printer are entered in the keeping list 140 (in effect, from 
Step 144 in Figure 9). Figures 14 to 16 show the flow in 
the case where images to be printed on the user's printer 
and images to be printed at the output center are mixed 
together in the keeping list 140 (in effect, from Step 145 
in Figure 9). 

[0089] In the case where only images to be printed on 
the user's printer are entered In the keeping list 140 as 
shown in F igure 1 2, the print purpose display screen 211 
is shown when the image editor 22 is started (Step 144). 
There, the user selects the print purpose (for example, 
printing as is. calendar, postcard, etc.). and next ad- 
vances to the template display screen 212. where the 
user selects a template prepared in advance for each 
purpose (layout sample). 

[0090] The user next advances to the form setting dis- 
play screen 213 and selects the print size and form ori- 
entation. Next, the user advances to the layout process 
211 and downloads the keeping list 140 and layout im- 
ages and so forth for images registered therein, to the 
image editor 22 from the web browser 12. The user then 
selects the images he or she wants to print from the 
keeping list 140 and edits the layout and design of the 
print page using the layout image forthe selected image. 
In this layout process 221. the image editor 22 allows 
the user to make editing operations for the page layout 
and design within a scope allowed for the selected im- 
age according to control data appended to the layout 
image. When the layout process 221 is finished (Step 
222), the user can make the test print 230 and see 
whether the editing results are good or bad. 
[0091] Thereafter, the user can advance to the proc- 
ess to make a true print on his or her own printer. Instead 
of that, however, the user can send the abovementioned 



22 

editing results (data showing only the formatting such 
as the positioning of each image and text, and the size 
and color, on the print page) to the web server 12 and 
make a print request to the output center 3. In this way. 

5 a method, wherein page editing is carried outon the user 
system and the results are sent to the server 12 and a 
print request made to the output center 3. is more con- 
venient because of the low load on the server 12 and 
also for the user who saves on fees for connecting with 

10 the server 12. as compared to the method discussed 
above where editing is carried out on the server 12 and 
the print request is made to the output center 3. Also, 
page editing by the image editor 22 on the user system 
allows the user to add images independently located on 

15 the user system, as well as the images provided by the 
server 12. to the print image. As a result, this is very 
desirable for the user who makes a print request to the 
output center 3 and attains'beautiful prints in sizes that 
cannot be realized with the user's printer. In the case of 

20 the user adding images independently located on the 
user system to the print page, and editing and having 
this printed by the output center 3. the image editor 22 
sends the data for the images independently located on 
the user system to the web server 12 along with the ed- 

25 iting results. The web server 12 sends those editing re- 
sults, the image data for images on the web server 12 
placed in the edited print page, and image data received 
from the user system to the output center 3. 
[0092] After the abovementioned editing is complete. 

30 the control returns to the web browser 21 temporarily in 
the case where the user makes the true print on his or 
her own printer, as shown in Figure 13. The user verifies 
the image (image after the completion of the layout proc- 
ess) purchased on the product list screen 1 53 of the web 

35 browser 21 and then advances to membership authen- 
tication and settlement processing. The procedures for 
the membership authentication and settlement process- 
ing (blocks 161 to 183) are the same as those for when 
all printing is done at the output center, as already ex- 

-io plained with reference to Figures 10 and 11. Moreover, 
the settlement process is not necessary in the case 
where only free images are used. Once the settlement 
process 183 is complete, the screen 200 "You can now 
print with the image editor" Is shown. Thereafter, control 
returns to the image editor 22 and the true print 240 can 
be made from the image editor 22. 
[0093] When there is an error in the true print from the 
image editor 22. the image editor 22 can apply to the 
web server 1 2 for a reprint along with the reason for that 

50 error. Thereupon, the web server 12 authorizes the im- 
age editor 22 to make another true print of the same 
page and saves a log of that application. Accordingly, 
even in the unlikely event of a printing error. The user is 
ensured the acquisition of the correct output without 

55 wasting fees paid. The repetition of the true print is au- 
thorized up to a prescribed number of times (for exam- 
ple, three times). By saving and analyzing the applica- 
tion log. the web server 12 can detect persons making 
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fraudulent use of this true print do-over function. 
[0094] In the case where images to be printed on the 
user's printer and images to be printed at the output 
center are mixed together in the keeping list 140 as 
shown in Figure 14. the image editor is started (Step 
145). editing is carried out with the same procedures as 
explained with reference to Figure 12 for either images 
to be printed on the user's printer or images to be printed 
at the output center, and then the test print can be made. 
Thereafter, as shown in Figures 15 and 16, the user tem- 
porarily returns to the web browser 21. selects acces- 
sories or a frame for the image to be printed at the output 
center, and then carries out the membership authenti- 
cation and settlement processing with the same proce- 
dures as already explained. When membership authen- 
tication and settlement are finished, the output center is 
sent a request for images to be printed at the output 
center, and the "Command received" screen 190 is dis- 
played: and the true print 240 is made using the image 
editor 22 for images to be printed on the user's printer. 
[0095] The flow of screen transitions from the image 
search until printing was shown above. In the flow dis- 
cussed above, membership authentication was carried 
out directly before the settlement process. It is not how- 
ever necessary for this to be the case. In another meth- 
od, membership authentication may be made before ac- 
cessing the keeping list 140. for example (in effect, only 
members have a keeping list 140). in advance of the 
preview display (in effect, non-members can only 
search for images), or before making an image search 
(in effect, non-members cannot substantially use this 
web server). 

[0096] Figures 17 to 28 more specifically show the 
screens displayed by the image editor 22. 
[0097] Figure 17 shows an example of the print pur- 
pose display screen 211 shov/n in Figures 12 and 14. In 
this screen, the following types of print purposes are dis- 
played along with image print samples as shown: print 
as is. calendar, postcard, free layout. The user selects 
any of the purposes on this screen. The screen shown 
in Figure 18 is displayed by the user clicking on the 
"Next" button. 

[0098] Figure 1 8 shows an example of a template dis- 
play screen 212 shown in Figures 12 and 14. As shown 
in this screen, a number of templates prepared in ad- 
vance for each print purpose (sample page layouts) is 
displayed (the figure shows an example of a calendar 
template). The user selects any of the templates on the 
screen. On the screen, the user can also designate the 
starting date and print colors for vacation days and 
weekdays on the calendar, printed sentences and print 
colors for elements on the postcard, and so forth. The 
screen shown in Figure 1 9 is displayed by the user click- 
ing on the "Next" button. 

[0099] Figure 19 shows an example of the paper set- 
ting display screen 213 shown in Figures 12 and 14. On 
this screen, the paper size and orientation used in the 
print can be set. When the user clicks on the "Next" but- 



ton, the downloading of the keeping list and resources 
such as layout images for images in the keeping list is 
started. During the downloading, the screen showed in 
Figure 20 is displayed and shows the progress of the 

5 downloading. 

[0100] When the downloading of resources is ended, 
as shown in Figure 21. the keeping list is displayed in 
the window with the tag "Image list" (below, the keeping 
list on the image editor 22 is called the image list). 

10 Thumbnail images (or palette images which are slightly 
larger), image titles, prices, and so forth for images to 
be kept are displayed in this image list. 
[0101] When the user double clicks on any image in 
this image list, the large layout image for that image, 

15 along with the file format, pixel size, data size, and so 
forth for that image can be viewed as shown in Figure 
22. 

[0102] Also, by the user clicking on the "Add" button 
in Figure 21, an image file located in any directory on 
20 the user PC 6 can be added to the image list as shown 
in Figure 23. 

[0103] Also, when the user displays the window with 
the tag "Add text" in Figure 21 to the forefront, the user 
can edit character strings inserted in the print page, in 
25 the case of a calendar or postcard, as shown in Figure 
24. 

[0104] Also, when the user displays the window with 
the tag "Show all" in Figure 21 to the forefront, an image 
of the entire print page can be viewed as shown in Figure 

30 25. 

[01 05] By the user clicking on the "Start editor" button 
in the screens in Figures 21 through 25. the editor win- 
dow showed in Figure 26 is displayed and the layout 
and design can be edited with more precision that on 
35 the print page. For example, as shown in Figure 26. the 
sizes, colors, and arrangement of images disposed in 
the page, the calendar, and character strings can be ed- 
ited. 

[0106] Through the abovementioned editing opera- 
-fO tion. the image editor 22 controls the editing operations 
allowed to the user according to the control data ap- 
pended to the layout image. For example, in the exam- 
ple shown in Figure 27. changing the size of a image is 
not possible if enlargement and reduction of the image 
't5 are prohibited. 

[0107] When editing is finished, the display svv^itches 
to the print window shown in Figure 28 and the test print 
or true print can be made. In the case of making the true 
print, unlike the case where only free images are used. 
50 the display must return to the web browser 22 tempo- 
rarily as discussed above and membership authentica- 
tion and settlement completed. 

[0108] An embodiment of the present invention was 
explained above, but this embodiment was used as an 
55 example for explaining the present invention and the 
present invention is not limited by this embodiment. 
Consequently, the present invention can be applied in 
various forms other than the abovementioned embodi- 
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Claims 

1. A system for distributing digital content data through 
a communications network to a user system, com- 
prising: 

digital content storing means for storing digital 
content data encrypted with a prescribed en- 
cryption method that can be decrypted only by 
a dedicated digital-content-using program with- 
in a user system; 

distribution means for distributing the encrypt- 
ed digital content data stored in said digital con- 
tent storing means through a communications 
network to said user system; 
usage rights determining" means for determin- 
ing whether the user of said user system has 
usage rights for said digital content; and 
usage authorizing means for authorizing said 
digital-content-using program on said user sys- 
tem to decrypt said encrypted digital content 
data and output the decrypted digital content in 
an output format according to said usage rights, 
only when said user is determined by said us- 
age rights determining means to have usage 
rights. 

2. The system according to Claim 1, further compris- 
ing means for carrying out processing relating to 
fees charged to said user with respect to chargea- 
ble digital content; 

wherein, with respect to said chargeable dig- 
ital content, said usage authorizing means author- 
ize said digital-content-using program to output said 
decrypted digital content only when said processing 
relating to fees is completed. 

3. The system according to Claim 1 . wherein said dig- 
ital content is images; and the outputting of said dig- 
ital content in an output format according to said us- 
age rights consists of the printing of images. 

4. The system according to Claim 1. wherein, in the 
case where said digital-content-using program has 
an editing function for editing the output format of 
said digital content: 



for said digital content, along with said encrypt- 
ed digital content data, to said user system. 

5. The system according to Claim 1 . further compris- 
5 ing: 

preview data storing means for storing preview 
data, for giving a preview of said digital content 
on said user system, and explanatory data, for 
10 causing the display of explanatory text of said 

usage restrictions according to copyright for 
said digital content data on said user system; 
and 

preview data distribution means for distributing 
t5 said preview data and said explanatory data to 

said user system. 

6. The system according to Claim 1 , including said dig- 
ital-content-using program; and further comprising 

20 digital-content-using program distribution means 
for distributing said digltal-content-using program to 
said user system. 

7. The system according to Claim 1 . further compris- 
25 ing means for inserting an electronic watermark in 

said digital content data. 

8. The system according to Claim 6, wherein said dig- 
ital-content-using program comprises means for in- 

30 serting an electronic watermark in the output data 
of said digital content when outputting said digital 
content. 

9. The system, according to Claim 1 . further compris- 
35 ing means for authorizing said digital-content-using 

program within said user system to make test output 
of said decrypted digital content in an Incomplete 
output format. 

^0 10. The system according to Claim 1 . further compris- 
ing repeat output means to make possible a second 
output of said digital content from said dtgital-con- 
tent-using program when an error occurs in the first 
output of said digital content, 

45 

11. A method for. distributing digital content data 
through a communications network to a user sys- 
tem, comprising: 

50 a step of preparing digital content data encrypt- 

ed with a prescribed encryption method that 
can decrypt only by a dedicated digital-content- 
using program in said user system: 
a step of distributing said encrypted digital con- 
tent data through a communications network to 
said user system; 

a step of determining whether the user of said 
user system has usage rights for said digital 



said digital content storing means also store. In 
addition to said encrypted digital content data, 
control data for controlling said editing function 
of said digital-content-using program so that 
said editing Is carried out only within the scope 55 
of usage restrictions according to the copyright 
for said digital content; and 
said distribution means send said control data 
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content; and 

a step of authorizing said digital-content-using 
program in said user system to decrypt said en- 
crypted digital content data and output the de- 
crypted digital content in an output format ac- 
cording to said usage rights, only when said us- 
er Is determined to have usage rights. 

12. The method according to Claim 11, further compris- 
ing a step of carrying out processing relating to fees 
charged to said user with respect to chargeable dig- 
ital content: 

wherein, with respect to said chargeable dig- 
ital content, said usage authorizing step authorizes 
said digital-content-using program to output said 
decrypted digital content only when said processing 
relating to fees is completed. 

13. The method according to Claim 11. wherein said 
digital-content-using program has an editing func- 
tion for editing the output format of said digital con- 
tent, said method further comprising: 

a step of preparing control data for controlling 
said editing function of said digital-content-us- 
ing program so that said editing is carried out 
only within the scope of usage restrictions ac- 
cording to the copyright for said digital content: 
and 

a step of transmitting said control data for said 
digital content, along with said encrypted digital 
content data, to said user system. 

14. The method according to Claim 1 1 . further compris- 
ing: 

a step of giving a preview of said digital content 
on said user system; and 
a step of causing the display of explanatory text 
of usage restrictions according to copyright for 
said digital content data on said user system. 

15. The method according to Claim 11 . further compris- 
ing: 

a step of preparing said digital-content-using 
program: and 

a step of distributing said digital-content-using 
program to said user system. 

1 6. The method according to Claim 1 1 . further compris- 
ing a step of inserting an electronic watermark In 
said digital content data. 

17. The method according to Claim 11. further compris- 
ing a step of inserting an electronic watermark in 
the output data of said digital content when said dig- 
ital-content-using program outputs said digital con- 



tent. 

1 8. The method according to Claim 1 1 . further compris- 
ing a step of authorizing said digital-content-using 

5 program within said user system to make test output 
of said decrypted digital content In an Incomplete 
output format. 

19. The method according to Claim 1 1. further comprls- 
10 ing a step of enabling a second output of said digital 

content from said digital-content-using program 
when an error occurs In the first output of said digital 
, content. 

15 20. A system for distributing images through a commu- 
nications network to a user system comprising: 

image storing mea'ns for storing true image da- 
ta, thumbnail image data having a smaller pixel 

20 size than said true image data, and preview im- 

age data having a pixel size between that of 
said true image data and said thumbnail image 
data, with respect to each of a plurality of im- 
ages that can be distributed; 

25 thumbnail image transmission means for trans- 

mitting said thumbnail image data for a plurality 
of images to said user system, and causing said 
user system to display a plurality of thumbnail 
images; 

30 preview image transmission means for select- 

ing one image from among said plurality of dis- 
played thumbnail Images, and transmitting said 
preview image data for a selected image to the 
user system: and 

35 downloading means for transmitting the true 

Image data for said selected image to said user 
system upon receipt of a request from the user. 

21. The system according to Claim 20. wherein said im- 
^0 age storing means Include a plurality of true image 
data for each image, having different print sizes and 
prescribed resolutions so that the resolution Is high- 
er for smaller prints sizes: and 

said downloading means select the true im- 
'is age data of the print size requested by the user, 

from among said plurality of true image data, for 
said selected Image and send that data to said user 
system, 

50 22. A method for distributing images through a commu- 
nications network to user system comprising: 

a step of preparing the true image data, thumb- 
nail image data having a smaller pixel size than 
55 said true image data, and preview image data 

having a pixel size between that of said true im- 
age data and said thumbnail image data, with 
respect to each of a plurality of images that can 
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be distributed; 

a step of transmitting thumbnail image data for 
a plurality of images to said user system and 
causing said user system to display a plurality 
of thumbnail images; 

a step of selecting one image from among said 
plurality of displayed thumbnail images, and 
transmitting the preview image data of the se- 
lected image to said user system; and 
a step of transmitting the true image data for 
said selected image to said user system upon 
receipt of a request from the user. 

23. The method according to Claim 22. further compris- 
ing: 

a step of preparing, with respect to each image, 
a plurality of true image data having different 
print sizes and prescribed resolutions so that 
the resolution is higher for smaller print sizes; 

wherein, in said step of transmitting true im- 
age data, the true image data for said selected im- 
age of the print size requested by the user is select- 
ed from among said plurality of true image data and 
transmitted to said user system. 

24. A system for distributing images through a commu- 
nications network to a user system comprising: 

- image transmission means for transmitting im- 
age data through a communications network to 
user system: and 

editing means for transmitting a program for ed- 
iting a print page containing said Image, to said 
user system. 

25. The system according to Claim 24, wherein said 
program can embed images independently located 
on the user system in the same print page, as well 
as images transmitted through said communica- 
tions network to said user system. 

26. A method for distributing images through a commu- 
nications network to a user system comprising: 

a step of transmitting image data through a 
communications network to user system: and 
a step of transmitting a program for editing a 
print page containing said image, to said user 
system. 

27. The method according to Claim 26. wherein said 
program can embed images independently located 
on the user system in the same print page, as well 
as images transmitted through said communica- 
tions network to said user system. 



28. A system for distributing images through a commu- 
nications network to a user system comprising: 

image storing means for storing a plurality of 

5 images that can be distributed; 

keeping list means for receiving the selection 
of desired images from said user system, gen- 
erating keeping list information for storing and 
showing selected images in a list for each user, 

10 saving said keeping list information even after 

the connection with said user system is cut. and 
transmitting said keeping list information to said 
user system when requested after subsequent- 
ly reconnecting with said user system; and 

15 downloading means for receiving the designa- 

tion of images from said keeping list information 
from said user system, acquiring data for des- 
ignated images from said image storing means, 
and transmitting said data to said user system. 

20 

29. The system according to Claim 28. wherein, in the 
case where said selected images have a distribu- 
tion time limit, said selected images can be stored 
in said keeping list information until a distribution 

25 time limit passes. 

30. The system according to Claim 28, wherein said 
keeping list information also includes information 
showing which of said selected images have al- 

30 ready been downloaded. 

31. The system according to Claim 28. wherein said 
keeping list means automatically delete images that 
cannot be distributed from said keeping list informa- 

35 tion. in the case where images stored in said keep- 
ing list information become impossible to distribute 
in the future. 

32. The system according to Claim 28. further compris- 
-io ing means for. in the case where images stored in 

said keeping list information become impossible to 
transmit in the future, notify said users to that effect. 

33. A method for distributing images through a commu- 
45 nications network to a user system comprising: 

a step of storing a plurality of images that can 
be distributed; 

a step of receiving the selection of desired im- 
50 ages from said user system, generating keep- 

ing list information for storing and showing se- 
lected images in a list for each user, and saving 
said keeping list information even after the con- 
nection with said user system is cut; 
55 a step of transmitting said keeping list informa- 

tion to said user system when requested after 
subsequently reconnecting with said user sys- 
tem, and after saving said keeping list: and 
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a step of receiving the designation of images 
from said keeping list information from said us- 
er system, and transmitting designated images 
to said user system. 
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FIG.5 
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